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PROGRAMME AGENDA
SECURITY AT THE HELM OF ENTERPRISE SUCCESS

DAY ONE - WEDNESDAY, FEBRUARY 13, 2019

08.00-09.10

09.10-09.15

09.15-09.20

09.20 - 09.45

09.45 -10.05

10.05-10.25

10.25-10.45

10.45-12.15

12.15-13.00

13.00-13.20

13.20-13.40

13.40 - 14.00

REGISTRATION AND WELCOME REFRESHMENTS
RECITATION OF THE HOLY QURAN
WELCOME ADDRESS BY ORGANIZERS

OPENING KEYNOTE ADDRESS

COMBATING THE EXPANDING CYBER THREAT ENVIRONMENT
e  CATALYSING A NATION'S GROWTH USING TECHNOLOGY
e  ADDRESSING PRIVACY AND SECURITY IN THE DIGITAL ERA
e  SECURING DIGITAL IDENTITIES IN THE FUTURE

KEYNOTE ADDRESS 1

BUILDING AN EFFECTIVE BUSINESS RISK INTELLIGENCE PROGRAM
e  THE FUNDAMENTAL PURPOSE OF INTELLIGENCE
e  LEADING A THREAT INTELLIGENCE TEAM IN AN ORGANIZATION
e IMPLEMENTING INTELLIGENCE PRACTICE IN ENTERPRISES

KEYNOTE ADDRESS 2

EXECUTIVE KEYNOTE: INSPIRING YOUR DIGITAL TRANSFORMATION
e DRIVING ORGANIZATIONAL INNOVATION
e  MANAGING TONNES OF DATA
e  AROADMAP TO DIGITAL TRANSFORMATION WITH SECURITY IN MIND

SECURITY TALK 1 (PRESENTATION)
CYBER SECURITY FOR DIGITAL TRANSFORMATION
e HOWDIGITAL TRANSFORMATION FUELS BUSINESSES
e  SECURITY STRATEGIES FOR DIGITAL TRANSFORMATION
e  |MPLEMENTING THE STRATEGIES IN YOUR ORGANIZATION

BREAK FOR COFFEE, DHUHR PRAYERS, ONE-TO-ONE SECURITY CONSULTATIONS

BOARDROOM DISCUSSION (PANEL DISCUSSION)

DIVIDE AND CONQUER - SEPARATING IT AND INFORMATION SECURITY
e  THE MINDSET DIFFERENCE IN SECURITY PROFESSIONALS AND IT PROFESSIONALS
e  DEFINING A ROADMAP TO SEPARATE IT AND INFORMATION SECURITY
e  WHO DO WE NEED - CISO OR CSO (CHIEF SECURITY OFFICER)

SECURITY TALK 2 (PRESENTATION)
TRANSFORMING A NATION INTO A CYBER SECURITY LEADER
e  BUSINESS TRANSFORMATION PROGRAM (BTM)

e IDENTIFYING AND SECURING THE CRITICAL NATIONAL INFORMATION INFRASTRUCTURES (CNII)

e INCULCATING CYBER AWARENESS AMONG INTERNET USERS

SECURITY TALK 3 (PRESENTATION)
THE ROLE OF INTERNATIONAL POLICING FOR A SAFER CYBERSPACE
e EVOLUTION OF CYBER THREATS

e INTERPOL GLOBAL COMPLEX FOR INNOVATION AND EUROPEAN CYBER CRIME CENTRE (EC3)

e  CULTIVATING RESEARCH IN ORGANIZATIONS AND INSTITUTIONS

SECURITY TALK 3 (PRESENTATION)
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THE STATE OF CYBER: HOW STEALTHIER ATTACKS ARE BLURRING THE LINES BETWEEN
CYBERCRIME AND STATECRAFT

e  LATEST THREAT INTEL AND PREDICTIONS FOR 2018

e THENEED TO DEVELOP A ROBUST INTELLIGENCE PROGRAM

e  LESSONS LEARNT FROM THE IN-DEPTH DIGITAL FORENSICS SO FAR

14.00-14.20 SECURITY TALK 4 (PRESENTATION)
14.20-15.15 LUNCH, ASR PRAYERS, AND CYBER SECURITY LUNCH BRIEFING

15.15-16.30 TECHNICAL DEMONSTRATIONS

TECH DEMO 1 (15.15-15.30) TECH DEMO 2 (15.30 — 15.45)

TECH DEMO 3 (15.45 — 16.00) TECH DEMO 4 (16.00 — 16.15)

TECH DEMO 5 (16.15 - 16.30) TECH DEMO 6 (16.30 — 16.45)
16.30 - OPEN NETWORKING AND END OF DAY ONE

DAY TWO - THURSDAY, FEBRUARY 14, 2019
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08.00 -09.15

09.15-09.45

09.45-10.05

10.05 - 10.50

10.50-11.10

11.10-12.15

12.15-13.00

13.00-13.20

13.20-14.10

14.10-14.30

14.30-14.40

14.40 -

REGISTRATION AND WELCOME REFRESHMENTS

OPENING KEYNOTE ADDRESS
THE ROLE OF CYBER POLICING AND INTERNATIONAL COLLABORATION TO COMBAT CYBER
CRIMES

e  HIGH-PROFILE GLOBAL CYBER ATTACKS

e  SECURING OUR FUTURE CYBER-SPACE

e INITIATIVES AND POLICIES SET FORTH BY EUROPOL

KEYNOTE ADDRESS 1

THE GLOBAL CYBER THREAT SCENARIO — LESSONS FOR THE FUTURE
e  THE CURRENT TECHNOLOGICAL TREND
e  SECURING OUR FUTURE CYBER-SPACE
e  COLLABORATING TO COMBAT CYBER CRIMES

SECURITY DISCUSSION 1 (PANEL DISCUSSION)

BACK TO THE FUTURE - CYBER SECURITY IN 2030
e  THE NEVER ENDING PROBLEM OF CYBER ATTACKS
e EVOLUTION OF ARTIFICIAL INTELLIGENCE AND ITS IMPACT IN CYBER SECURITY
e  THE TRIAD OF Al, BLOCKCHAIN, AND CLOUD SECURITY

SECURITY TALK 1 (PRESENTATION)
APT ATTACKS IN THE BANKING INDUSTRY: ALOOK HOW THE THREAT ACTORS OPERATE AND A
PROFILE OF SWIFT'S CUSTOMER SECURITY PROGRAMME

e  PROTECTING THE FINANCIAL PILLARS OF THE ECONOMY

e IDENTIFYING INDICATORS OF COMPROMISE

e  THREAT INTELLIGENCE GATHERING — INTERNAL AND EXTERNAL

BREAK FOR COFFEE, DHUHR PRAYERS, AND ONE-TO-ONE SECURITY CONSULTATIONS

SECURITY DISCUSSION 2 (PANEL DISCUSSION)

LESSONS ON CLOUD: HOW SECURE IS OUR DATA IN THE CLOUD?
e MONITORING A 3RD PARTY CLOUD INFRASTRUCTURE
e  ENCRYPTING DATAIN THE CLOUD
e COMPLIANCE IN THE CLOUD

SECURITY TALK 2 (PRESENTATION)

UNIFIED APPROACH TO SECURING BORDERLESS NETWORKS
e  THE COMPLEXITIES OF CLOUD, IOT AND MOBILE TECHNOLOGIES
e  WHO DOES YOUR ENTERPRISE NEED - CISO OR A WHITE-HAT HACKER?
e  SHIFTING FROM INFORMATION SECURITY TO ENTERPRISE SECURITY

SECURITY CHAT (OPEN DISCUSSION)

COLLABORATION, COOPERATION, AND CORRELATION IN CYBER SECURITY
e  WHY COLLABORATE?
e  IMPORTANCE OF PUBLIC AND PRIVATE COLLABORATION
e  ACADEMIA’S ROLE IN CYBER SECURITY

SECURITY TALK 3 (PRESENTATION)

TRANSFORMING NATIONAL CYBER SECURITY WITH RSA ARCHER
e  ADDRESING THE MOST CRITICAL RISK DOMAINS
e  GRCBEST PRACTICES
e  BUILDING BUSINESS RESILIENCY

CLOSING REMARKS

LUNCH, ASR PRAYER, AND END OF SUMMIT
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DISCLAIMER. THIS DOCUMENT IS FOR PROMOTIONAL PURPOSES ONLY AND SHALL NOT BE CONSIDERED CONTRACTUALLY BINDING. THE CONTENT OF THE
EVENT, ITS DATES, VENUE, AGENDA OR SPEAKERS MAY BE SUBJECT TO CHANGE DURING THE COURSE OF THE EVENT’S PREPARATION.



